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ABSTRACT

The undertaking for higher capacity and seamless wireless connectivity

in  next-generat ion mobi le  networks  whi le  mainta in ing an energy-

eff icient transmission requires a fundamental redesign of the existing

cellular architecture. Heterogeneous network (HetNet) deployment is a

promising architectural  f ramework for  meeting these design goals .

However, an increase in cellular capacity and device connectivity would

also result in an increase of sensitive data and classif ied information

being exchanged over the network, thus making security another critical

aspect in cellular network design. In this study, a convex optimization

model was formulated that minimizes the total power consumption of

the  network  whi le  sa t i s f y ing  ce r ta in  leve l  o f  pe r -user  da ta  ra te

requirement and information secrecy at the physical layer. From this

model, a low-complexity physical layer security scheme was developed

that exploits coordinated precoding design, artif icial noise generation,

and a suboptimal sleep mode strategy in HetNets. Simulation results

show that  joint  opt imizat ion of  coordinated precoding scheme and

ar t i f i c ia l  noise  generat ion i s  an  ef fect ive  approach for  increas ing

cellular capacity while simultaneously lowering the transmit power of

the base stations and risk of eavesdropping attacks. Incorporating sleep

mode mechanism in physical  layer security  transmission scheme of

HetNets also reduced the total power consumption while maintaining a
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secured  and  re l i ab le  communica t ion  dur ing  low t ra f f i c  pe r iods .

Furthermore,  our proposed physical layer security scheme exhibited

signif icant reduction in computational complexity, but at the expense of

slight performance degradation in terms of energy eff iciency.

Keywords: Physical Layer Security, Heterogeneous Networks, Small Cells, 5G

INTRODUCTION

The rapid growth of the number of mobile devices and data traff ic created a demand

for cellular technologies that can provide extremely high data throughput and

seamless wireless coverage. One approach to meet this demand is through the

dense deployment of multiple low-power small cell access nodes (SCAs) in order

to complement the performance of high-power base stations (BS), thus forming a

heterogeneous network (HetNet) (Nigam et al. 2014). SCAs can be deployed on hot

spots with high throughput demand to offload the traff ic from the macro-cell BS or

on coverage holes to ensure uninterrupted connectivity. This results in large cellular

capacity improvement. Several studies have also shown that, with proper coordinated

transmission and interference mitigation schemes, heterogeneous network

deployment is an energy-eff icient alternative to traditional macro-cell-only cellular

architecture in meeting the data rate requirement of future wireless applications

(Bjornson et al. 2013; Tang et al. 2015; Nguyen et al. 2016; Vu et al. 2016). Due to

these advantages, several regulatory bodies, as well as some major players in

telecommunication industry, have acknowledged heterogeneous network

deployment as an enabler for f ifth generation mobile networks or 5G (International

Telecommunication Union 2014; Samsung Electronics Co. 2015).

Aside from improvements in energy and spectral eff iciency, cellular network security

has also become a signif icant concern in mobile networks. The increase in data

traff ic and number of connected device had increased the risk of data theft and

eavesdropping as more and more conf idential data are being exchanged over the

network (Yang et al. 2015). Furthermore, the growth of Internet-of-Things (IoT)

would also require a suff icient security scheme that is both computationally-

eff icient and energy-eff icient for low-power IoT devices (Trappe 2015). Security

solutions for wireless devices are traditionally implemented at the application

layer in the form of cryptography. However, the performance of these cryptographic

protocols is highly dependent on the assumption of limited computational power

of the eavesdropper, thus introducing potential vulnerabilities to network’s data

conf identiality (Mukherjee et al. 2014).
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An alternative approach to encryption strategies is to implement security at the

physical layer (PHY) of the network. PHY security can provide a quantif iable and

information-theoretic security to the network by exploiting the random

characteristics of wireless channel. HetNets are able to provide reliable security at

the physical layer using coordinated precoding design (Lv et al. 2015; Bernardo and

De Leon 2016), resource allocation strategy (Shiqi et al. 2016), and artif icial noise

(AN) generation (Deng et al. 2015; Wang et al. 2016) in fending off eavesdropping

attacks. However, most studies on PHY security performance of HetNets assume

that SCAs are always in active mode. In an energy eff iciency perspective, time

periods with low user density and low traff ic would leave multiple SCAs idle, thus

resulting in wasted energy. In practice, SCAs have sleep mode mechanism to adapt

with high spatiotemporal variations in user density and mobile data traff ic (Hoydis

et al. 2011). Furthermore, PHY security approaches presented in the work of Lv et

al. (2015) and Bernardo and De Leon (2016) have very high computational

complexity, making them infeasible to implement in multi-tier cellular networks

with dense layer of SCAs. As such, there is a need to implement computationally-

eff icient PHY security solutions for HetNets that consider sleep mode capabilities

of SCAs.

This study presents a low-complexity PHY security scheme for heterogeneous

cellular networks. We formulate an optimization model that solves for the optimal

precoding vectors and AN signals which minimize the total power consumption of

a heterogeneous network, while satisfying the Quality-of-Service (QoS) requirement

of every user, the transmit power limitations of macro-cell BS and SCAs, and a

certain degree of secrecy against eavesdropping attacks. Moreover, an algorithm

that incorporates the sleep mode capability of SCAs in precoding and an AN design

to further reduce the total power consumption is proposed. To the best of our

knowledge, no prior study has been done with regards to the development of fast

and low-power PHY security techniques for HetNets that consider their sleep mode

capability.

SYSTEM MODEL AND ALGORITHM FORMULATION

System Model for Heterogeneous Networks

We consider a single cell downlink scenario of a two-tier heterogeneous cellular

network serving K authorized single-antenna user equipment (UE) (Figure 1). The

macro-cell BS and SCAs are connected via a high capacity backhaul network which

enables joint spatial soft-cell resource allocation (Parkvall et al. 2011; Bjornson et

al. 2013). The backhaul network facilitates the information exchange and
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interference coordination of the network. Furthermore, the BS and SCAs allow

spatial multi-flow transmission so that a UE can be served by multiple BS. In

spatial multi-flow transmission, the BS and SCAs convey the same information

symbol for kth UE, denoted by S
k
, but independently apply precoding on the

information symbol before transmission (Holma and Toskala 2012). In addition, the

macro-cell BS also transmits an AN signal to degrade eavesdropper reception. AN

signals do not carry any user information and are only emitted for the sole purpose

of disrupting the eavesdroppers. The transmitted signals of the macro-cell BS and

SCAs are given by:

where w
k,0 

∈CNBSX1
 and  w

k,0 
∈CNSCX1 are the precoding vectors of the BS and jth SCA,

respectively. NBS denotes the number of antennas at the macro-cell BS and NSC

denotes the number of antennas at each SCAs. v
0 
∈CNBSX1is the AN vector transmitted

by the macro-cell BS.

Keve single-antenna eavesdropping terminals are placed within the macro-cell and

try to listen to the transmit signals x0 and xj. Furthermore, the eavesdroppers are

assumed to be colluding; that is, an eavesdropper can share its observation of x0 and

xj with other eavesdroppers. Collusion of eavesdroppers was modeled as a single

eavesdropper with multiple antennas located at different locations in the cell

K K

k,0 k, j
k 1 k 1

s and s
 

   0 k,0 0 j k, jx w v x w  

 

(1)

Figure 1. Illustration of a generic heterogeneous network: a macro-cell base station
with NBS antennas and multiple small-cell access points communicate with K
single-antenna UEs uniformly distributed over the macro-cell area.
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Pstatic is the static power consumption which models the total power dissipation due

to RF circuitry of the macro-cell BS and M SCAs. Pcir, j and Pidle, j denote the per-

antenna circuit power consumption and non-transmission power consumption of

the jth BS, respectively. The dynamic power consumption, denoted as Pdynamic, accounts

for the aggregated emitted power of the macro-cell BS and M SCAs. The parameter

M][0,j1,/ρ1 j   models the power amplif ier eff iciency at jth transmitter.

Higher value of 

jρ

means lower power amplif ier eff iciency, thus resulting in higher

transmit power. Since the amplitude of signal transmission at each antenna element

is controlled by the precoding vectors, the dynamic power consumption is

proportional to the power allocated to each precoding vectors. Furthermore, the

model for the dynamic power consumption presented in this work also accounts for

the power allocated by the macro-cell BS in generating the AN signals.

To limit the maximum allowable transmission power of the macro-cell BS and

SCAs, transmit power constraints should be imposed on the optimization model.

These transmission power limits can be represented using the following inequality

constraints:

 
M

static c ir , j S C id le , j
j 0

P P N P


  (4)

M K 2 2

dynamic j 0
j 0 k 1

P ρ ρ
 

   k, j 0w v (5)

subcarrier bandwidth of 15 kHz (similar to what is currently used in 4G cellular

systems). Furthermore, it was also assumed that the separation between antenna

elements is wide enough, such that users and eavesdroppers experience independent

and identically distributed Rayleigh fading.

FORMULATION OF THE OPTIMIZATION MODEL

As a starting point in the formulation of the optimization model, the objective

function presented in our previous work (Bernardo and De Leon 2016) was modified.

The objective is to optimize the power consumption of the network, while satisfying

the QoS constraints and PHY security requirement of each UE. The objective function

in the model is the total power consumption, denoted as PTOTAL = Pdynamic + Pstatic ,

where

K

k 1

0 1, ... ,j,l SCq j , l N


     H
k, j j,l k, jw Q w

(6)
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where (6) denotes the transmit power limit for each SCAs and (7) denotes the

transmit power limit for the macro-cell BS. The terms qj,l and q0,l denote the transmit

power limit imposed on the lth antenna element at the jth SCA and macro-cell BS,

respectively. The main difference between the (6) and (7) is the inclusion of the AN

signal term in the inequality. Q
j,1

∈CNSC× NSC  and Q
0,1

∈CNBS × NBS are weighting matrices

for the constraints. Since per-antenna transmit power limits are desired, the

weighting matrices are only non-zero at the lth diagonal element and zero

elsewhere.

In addition to transmit power constraints, data rate requirement of each user should

be def ined. As such, Quality-of-Service constraints are included in the optimization

model which specif ies a minimum target for the information rate (in bits/s/Hz).

These constraints can be def ined as follows:

where γ
k
 is the minimum information rate that the kth UE must satisfy; and SINRk

is the signal-to-interference and noise ratio at the kth UE, and can be expressed as:

M 2

j 0
k K M 2 2 2

k
i k j 0

S IN R

σ



 


 

  
 



 

H
k , j k , j

H H
k , j i , j k , 0 0

h w

h w h v (9)

      denotes the noise power at the kth UE. Information symbols not intended to

the kth UE, as well as non-information bearing AN signals, are treated as interference.

The inequality constraint for the QoS is based from the well-known Shannon’s

capacity formula (Shannon 1948) which relates the theoretical limit for information

rate to the received signal quality. This QoS constraint formulation has also been

adopted in several research works (Bjornson et al. 2013; Lv et al. 2015; Bernardo

and De Leon 2016; Nguyen et al. 2016).

   
K

0
k 1

1,... ,,l BSq l N


     H H
k,0 0 0,l k,0 0w v Q w v (7)

σ k
2

2 k klog (1 SIN R ) , k {0, 1 , ..., }K    (8)
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Finally, a set of PHY security constraints that limits the signal quality at the

eavesdroppers should be incorporated to the optimization model. This set of

constraints can be expressed as:

Using the total power consumption in (4) and (5) as the objective function and

inequalities (6), (7), (8), (10) as constraints, the optimization model can be formulated

as:

δ 
k is the maximum allowable signal-to-noise ratio (SNR) that the eavesdropper can

detect from the downlink transmission of the kth UE. SNReve,k describes the combined

signal quality of the signals intended to the kth UE at the colluding eavesdroppers’

side. SNReve,k excludes the interference terms from signals intended to other UE,

and is only degraded by the transmitted AN signal and eavesdropper noise power

    . This was implemented to assume the worst-case scenario, wherein the

eavesdropper can decouple the information for multiple UE. PHY security constraint

in (10) is derived from the secrecy capacity formula given as:

2 k 2 eve,klog (1 SINR ) log (1 SNR )sC     (11)

which follows the work of Lv et al. (2015). Secrecy capacity is the highest

information rate at which the transmitter and the intended receiver can communicate

while the eavesdroppers receive an arbitrarily small amount of information. Equation

(11) also relates the secrecy capacity of the communication channel to the received

signal quality of the eavesdroppers. Reduction of the signal quality at the

eavesdroppers would increase the secrecy capacity. By setting a target secrecy

capacity Cs and minimum QoS target γ
k
, the lower bound value for δ 

k 
can be obtained

using the following expression:

22 ^ (log (1 ) ) 1k k sC     (12)

eve,k

M 2

j 0
eve,k 2 2

eve

SNR k

SN R
σ

k

w here





 




 H
eve, j k, j

H
eve,0 0

H w

H v

(10)

σ eve
2

   

dynamic static
k, j

2 k k

K

k 1

K

0 0
k 1

eve,k

m in . P P

s . t . log (1 SINR ) k,

,

,

SNR k

j,l

,l

k

q j 0,l

q l













  

  

   

 





0 k, jv , w

H
k, j j,l k, j

H H
k,0 0 ,l k,0 0

w Q w

w v Q w v

(13)
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The above optimization model is not a convex optimization problem due to the

QoS constraints and PHY security constraints. As such, the model must be

reformulated in order to be computationally tractable. Semi-def inite relaxation

trick, similar to what was used in the work of Bjornson et al. (2016), was applied to

the model. By letting , ,  and  ignor ing  the

requirement that W
k, j 

and V
0 
should be rank-1 matrices, the original optimization

model is transformed to:

 

  

 

K

j 0 static
k, j j 0 k 1

K
2
k

j 0 i 1k

K

k 1

K

0
k 1

2
eve

min . ρ tr( ) ρ tr( ) P

1
s . t . 1 σ , k

tr , ,1 j M

tr

σ tr t

M

M

j,l

,l

q l

q , l



  

 





 

  
         

   

  

 

 

 





k,j

k, j 0
w

H H
k, j k, j i, j k, j k,0 0 k,0

j,l k, j

0,l 0, j 0

H
eve,0 0 eve,0

W V

h W W h h V h

Q W

Q W V

H V H



j 0 k

r , k
M



   
        

 k, jH
eve, j eve, j

W
H H

(14)

where . The removal of rank constraint implies that multiple transmitters

can serve a UE, which is justif ied since spatial multi-flow transmission is allowed

in our system model. Furthermore, the constraints were transformed into linear

matrix inequalities (LMI) which inherently have a convex structure. Thus, the

resulting optimization model is a convex semi-def inite program (SDP) and the

global optimum solution can be solved numerically using convex solvers.

Design of Low Computational Complexity Algorithm for PHY security

The solution obtained from the derived optimization model in the previous section

is our benchmark for the achievable performance of heterogeneous network. The

solution to the benchmark model can be calculated in polynomial time. However,

the problem becomes infeasible to implement in real-time if NBS and NSC have

large values. Thus, it is necessary to develop an alternative optimization model

with complexity independent on NBS and NSC. This is achieved by assuming that the

precoding vectors and AN vector can be expressed as:

2 1k
k


  

W
k, j

∈SN  = W
k, j

W
k, j+
H V

0
∈ SN  = V

0
V

0+
H

,k jpk, j k, jw u
0

1

P

p p
p

r


 v fand (15)
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2 2 2

, , , , ,k i j eve k j eve pg g d  H H H
k, j i, j eve, j k, j eve,0 ph u H u H f (18)

2) The jth SCA sends the scalar values g
k,i,j

 and g
evek,j

 to the macro-cell BS. The

macro-cell BS solves the convex optimization problem in (19) to obtain the

optimal power allocation strategy, denoted by  p
k, j

 and r
p
 .

where pk,j is the power allocated to wk,j, and uk,j is the unit vector that specif ies the

direction of the wk,j. The expression for the regularized zero-forcing (RZF) precoding

presented in the work of Bjornson et al. (2013) is used to compute uk,j. The RZF

precoding expression is given as:

1
K

2
i 1 i ,

1
K

2
i 1 i ,

1
σ

1
σ

k j l

k j l

K
q

K
q













 
  

 
 

  
 





H
i, j i, j k

k, j

H
i, j i, j k

h h I h

u

h h I h

(16)

v0 is expressed as a linear combination of the P column vectors f0, …, fP. The unit AN

vector components fp are chosen such that

,p H

0 p
H f 0 where

K

i 1

  H
0 i , 0 i , 0H h h (17)

i.e. the AN vector components should lie on the null space of H0. This AN generation

scheme is known as the null space method (Goel and Negi 2005; Zhou and McKay

2010). P denotes the nullity of matrix H0. rp is the power allocated to fp. To ensure

that the nullity is nonzero, NBS is set to be greater than K.

Since the direction of the precoding vectors and AN vector components are known,

the optimization model can be formulated as a power allocation strategy problem.

The proposed low-complexity algorithm is implemented as follows:

1) Each transmitter j=0 to M computes the following quantities in parallel:

* *



N.I.M. Bernardo and F.A. De Leon

15

(19)

3) The optimal values *
, jkp  that satisfy (19) are sent to the jth SCA. The precoding

vectors and AN vector can now be computed by the macro-cell BS and SCAs

using equation (15).

The optimization model presented in (19) is a linear problem (LP) which can be

eff iciently solved by convex solvers. Moreover, the unknown quantities are real-

valued variables instead of complex-valued semi-definite matrices. The interference

term caused by the AN signal to the UE is removed since AN signals are orthogonal

to all UE channel vectors. The use of Chebyshev norm (


 ) for the transmit

power constraints provides an upper bound value on the per-antenna transmit power.

This was done to remove the dependency of the optimization model on the total

number of antenna elements.

Modifications to Incorporate Sleep Mode Capabil ities
in Proposed Algorithm

Sleep mode mechanism of HetNets is essential in order to reduce power

consumption at low traff ic periods. To include the sleep mode capability of SCAs

in the optimization model given in (19), Boolean variables that determine the state

of the jth small cell node, denoted as λ j , were incorporated in the optimization

model. A value of ‘1’ indicates that the small cell is in active mode and a value of

‘0’ indicates that the small cell is in sleep mode. With this, the optimization model

can be stated as follows:
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(20)

where P
static,0  and P

static, j  
are the static power consumption of the macro-cell BS and

jth SCA, respectively. P
static, j 

is the power consumption of the jth SCA when it is in

sleep mode. The last term in the objective function indicates that an SCA can only

be either in sleep mode or in active mode, and that its static power consumption

will depend on its state. The introduction of the Boolean variable λ j  makes the

problem intractable due to loss of convexity. LP relaxation can be applied in order

to obtain an approximate solution to the problem. This is done by replacing the

Boolean variables by continuous variables (i.e. 0  ≤   λ 
j 
≤ 1   j ). Replacing the Boolean

constraints in (20) provides a convex structure to the model. The resulting

optimization model can be used to determine an approximate value of λj  that lies

within the interval [0, 1]. Decision on whether the jth SCA should be in sleep state

or active state can be determined by comparing the approximate value of λ j  with

some threshold τ.  λj  assumes a value of ‘1’ if the approximate value is greater than

τ and ‘0’ if otherwise. Once a decision on the states of SCAs has been made after

solving optimization model (20), the proposed low-complexity algorithm in (19)

can be used to calculate the precoding and AN vectors, wherein SCAs in sleep

mode are ignored in the power allocation strategy. Although the proposed PHY

security algorithm which incorporates sleep mode mechanism of HetNets has a

suboptimal power allocation strategy due to constraint relaxations, it is shown in

the next section that it outperforms the achievable performance of HetNets without

sleep mode mechanism when QoS requirement is low.

RESULTS AND DISCUSSION

The total power consumption of the proposed low-complexity algorithm is analyzed

for varying per-user QoS requirement. The optimal solution of the model derived
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in (14) serves as a baseline for performance assessment. The HetNet consists of

one macro-cell BS placed at the center and 18 SCAs strategically deployed as

shown in Figure 2. The HetNet serves 10 UE, while 10 eavesdroppers uniformly

distributed within the macro-cell coverage area try to intercept the data intended

for each UE. The positions of UE and eavesdroppers are taken from a uniform

distribution with lower and upper bound distances from the macro-cell BS of 35m

and 500m, respectively. Furthermore, a constraint was added that the minimum

distance between a mobile terminal and an SCA is 5m. These distance constraints

are necessary to ensure the validity of the channel model parameters in Table 1.

The value of δ 
k 
is f ixed at 20.1-1 = 0.0717 for all users. Hardware parameters used

in the simulation are listed in Table 2, which mainly follow those used in the works

of Nguyen et al. (2016) and Tang et al. (2015).

Figure 2. Illustration of a single-cell downlink scenario. BS and SCAs are f ixed,
while UE and eavesdroppers are uniformly distributed within the cell.

Table 2. List of hardware parameters used in simulation

Number of Antennas 16 4
Max Transmit Power P0,max = 43 dBm Pj,max = 30 dBm

q0,l = P0,max /NBS qj,l = Pj,max /NSC

Per-antenna Circuit Power 189 mW 5.6 mW
Power Amplifier Eff iciency 38.8% 5.2%
Non-transmission Power 30 dBm 20 dBm
Sleep Mode Power - 5 dBm

Macro-cell Small-cell
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Average total power consumption per 15 kHz subcarrier for different values of per-

user QoS target is depicted in Figure 3. The optimization models presented in the

previous section were implemented using a MATLAB-based modeling system for

convex optimization called CVX (2010). The simulation results show that

progression in average total power consumption is observed as per-user QoS target

is increased. Although the proposed scheme enables fast precoding and AN vector

design, deviation from the baseline performance is observed. The discrepancy in

performance can be attributed to the heuristic structure of RZF precoding scheme,

as discussed in the work of Bjornson et al. (2014). In the derivation of the RZF

precoding structure, an assumption that the Lagrange multipliers for each user are

of equal value was made, in order to reduce the complexity of the problem. However,

this assumption causes a slight degradation in performance– a necessary trade-off

to achieve practical implementation. RZF precoding is discussed in detail in the

work of Bjornson et al. (2014). Nevertheless, the performance gap between the

proposed algorithm and the optimal solution is small, with less than 1 dB (or 25%)

difference in power consumption of the whole network at γ
k = 3.0 bits/s/Hz.

Figure 3. Average total power consumption of proposed low-complexity algorithm,
low-complexity algorithm with sleep mode, and optimal solution for different QoS
target.
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The performance of the proposed algorithm allowing sleep mode in SCAs was also

investigated. The total power consumption of the proposed algorithm allowing

sleep mode is lower compared to the optimal performance of HetNets without

sleep mode mechanism at γ
k
 < 2.5 bits/s/Hz. This shows that incorporating sleep

mode capability to SCAs can reduce the power consumption at low traff ic periods,

while still maintaining a reliable and secure downlink transmission. At high per-

user QoS requirement, the power consumption of the proposed algorithm allowing

sleep mode approaches that of the proposed algorithm without sleep mode

mechanism.

The impact of eavesdropper presence on the generated solution of the proposed

algorithms was also analyzed and is depicted in Figure 4. Parameters used for this

simulation experiment are similar to those used in Figure 3, but the per-user QoS

targets γ
k are f ixed at 2.0 bits/s/Hz and Keve is varied instead of γ

k . The sudden jump

on the average total power consumption in Figure 4 was caused by the AN signal.

Figure 4. Average total power consumption of proposed low-complexity algorithm
and low-complexity algorithm with sleep mode for varying eavesdropper count.
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Since the purpose of the AN signal is to degrade the performance of the

eavesdroppers, the AN signal will only have a non-zero power allocation if the

eavesdroppers are present. In addition, the average total power consumption has a

steadily increasing trend as the number of eavesdroppers grows. This result is not

entirely unexpected due to the assumption that the eavesdroppers are colluding.

Placement of additional eavesdroppers at random locations exploits receive spatial

diversity which improves the quality of eavesdropped signals. As such, a more

secured transmission strategy is required to degrade their signal reception. This is

achieved by increasing the AN signal power or increasing the power allocation in

RZF precoding.

The average runtimes of solving the benchmark performance and the proposed

low-complexity schemes for different number of SCAs are listed in Table 3. The

hardware used in conducting the simulation is an Intel Core i7-4770 with 3.40 GHz

processing speed and 4 GB RAM. This hardware runs a Windows 7 64-bit Operating

system with MATLAB 2015a installed. Runtime measurements were acquired using

the built-in timeit function of MATLAB. Measured runtime in solving the benchmark

performance exponentially increases as more SCAs are added to the simulation

setup. This is expected since the matrix dimensions of the unknown semidef inite

matrices W
k,j

 scale up drastically with the addition of more SCAs. Meanwhile, runtime

performances of the proposed PHY security schemes were not signif icantly affected

by the addition of SCAs. However, the runtime of the proposed PHY security scheme

doubled when sleep mode was considered. This is because the algorithm needs to

solve two linear optimization problem: f irst is to determine whether the SCAs are

in the active state or in sleep state using (20), and then solve the precoding vectors

of all active SCAs using (19).

Table 3. List of average runtimes in solving the original optimization model
and the proposed low-complexity physical layer security schemes

3 SCAs   2.534 0.165 0.337
6 SCAs   5.258 0.175 0.358
9 SCAs 10.227 0.187 0.382
12 SCAs 20.4917 0.198 0.404
15 SCAs 37.415 0.2083 0.425
18 SCAs 66.338 0.217 0.442

Number
of SCA

Runtime of
Benchmark

Performance
(in seconds)

Runtime of
Proposed Scheme
(No Sleep mode)

(in seconds)

Runtime of
Proposed Scheme
(No Sleep mode)

(in seconds)
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CONCLUSION

In this study, an optimization model which solves for the optimal values of the

precoding vectors and an AN vector that minimizes the total power consumption,

while satisfying certain level of data rate requirement and secrecy performance at

the PHY layer, was developed. Using the formulated optimization model, a low-

complexity algorithm which determines the optimal power allocation strategy for

the precomputed AN vector and precoding vectors was designed. The performance

of the proposed algorithm was analyzed by comparing it with the derived benchmark

performance. Despite the decrease in computational complexity, deviation from the

achievable performance was observed. However, the small increase in power

consumption is an acceptable trade-off  for the feasibil i ty of real-t ime

implementation. The algorithm was also extended to take into account the sleep

mode capability of SCAs. Allowing SCAs to sleep during idle/low traff ic periods

could lessen the power consumption without sacrif icing secrecy of communication—

even outperforming the optimal solution for HetNets without sleep mode at low

data rate requirement. Increase in eavesdropper also resulted in an increase in total

power consumption. Finally, we note that, although perfect knowledge of UE and

eavesdropper channel state information (CSI) was assumed in this study, modification

of the proposed algorithm to be robust against imperfect CSI knowledge is considered

for future work.
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